IPv4 Address




Network Layer Protocols
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The Network Layer

As we communicate our data...

Our devices use the
// Transport layer to

connect processes...
\ And the Network layer

enables devices to reach
each other!

Routers connected to
each other




Network Layer Protocols

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical

Network Layer Protocols

+ Internet Protocol version 4 (IPv4)

» Internet Protocol version 6 (IPvEB)

= Novell Internetwork Packet Exchange (IPX)

« AppleTalk

» Connectionless Network Service (CLNS/DECNet)



Network Layer Protocols and Internet Protocol

(IP)

TCP/IP
Packet Packet
Segment ‘/S@T—I

TCP segments
encapsulated
into IP packets

l-»{ _}-‘mm

IP Packets flow through the internetwork.

* Connectionless - No connection is established before sending data packets.
» Best Effort (unreliable) - No overhead is used to guarantee packet delivery.

* Media Independent - Operates independently of the medium carrying the data.




Network Layer Protocols and Internet Protocol

(IP)

IPv4 Packet Header Fields

—— Byte 1 | Byte 2 | Byte 3 | Byte 4
Packet Length
s

Padding




Grouping Devices into Networks and
Hierarchical Addressing

Hierarchical IPv4 Address

-€ 32 bits >

- 8 bits —_— - 8 bits —_ - 8 bits —_— - 8 bits T

(Octet) (Octet) (Octet) (Octet)
192 . 168 . 18 . 57
Network Host

Complete IPv4 Address



Binary & Decimal Numbering System

Binary To Decimal Conversion

Exponent 2~7 276 275 274 273 272 271 270
Position 128 64 32 16 8 4 2 1
Bits 1 1 1 1 0 1 0 1
4 1 BYTE /1 Octet

Add these numbers
together

Decimal 245

128+ 64+ 32 + 16 + 0 + 4 + 0 + 1

A 1 in this position A 0 in any position

means 64 is added means that 0 is
to the total. added to the total.

11110101 in Binary = Decimal Number 245



Binary & Decimal Numbering System

Convert Decimal to Binary

172.16.4.20
Separate and convert each
decimal number separately / \\‘
172 16 4 20
10101100 00010000 00000100 00010100

~.

10101100 000100000000010000010100
Binary IPv4 address



NI
CISCO

Addressing the Network

— IPv4




Classify and Define IPv4 Addresses

Address Types

Network
I 10 0
MNetwork Address
oooo0010 00000000

Broadcast Address
00001010 00000000
I 10 0
Host Address
00001010 0000000

Roll over to learn more.




IP address Classes

IP Address Classes

Number of possible
networks and

hosts per network

Address 1st octet 1st octet bits Network( ) and Default subnet
Class range ( Host(H) parts of | mask (decimal
{(decimal) address and binary)
A 1-127== 00000000~ NM.H.H.H 255.0.0.0
o1111111
B 128-191 10000000 M.MN.H.H 255.255.0.0
10111111
C 192-223 11000000~ M.N.N.H 255.255.255.0
11011111
D 224-239 11100000 MNA (multicast)
11101111
E 240255 11110000 MNA
11111111 ({experimental)

** All zeros (0) and all ones (1) are invalid hosts addresses.

128 nets (2n7)
16,777,214 hosts
per net (2024-2)

16,384 nets (2714)
65,534 hosts per net
(2~16-2)

2,097,150 neis
(2821) 254 hosts per
net (278-2)




Subnet mask

Applying the Subnet Mask

A device with address 192.0.0.1 belongs to network 192.0.0.0

High order bits

Prefix /16
19>
11000000
Host
Address
255
Subnet 11111111
Mask

Network 11000000
Address

Network 192

00000000

255

11111111

00000000

Low order bits

00000000

00000000

00000000

00000001

00000000

00000000



Private Addresses

= These private IP addresses are for intra-network use
only and can not be routed across the Internet.

= These private addresses are
«Class A = 10.0.0.0/8 to 10.255.255.255/8
Class B > 172.16.0.0/16 to 172.31.255.255/16
*Class C = 192.168.0.0/24 to 192.168.255.255/24



Private IP Addresses

Private IP addresses are another solution to the problem of
the impending exhaustion of public IP addresses.As
mentioned, public networks require hosts to have unigue IP
addresses.

However, private networks that are not connected to the
Internet may use any host addresses, as long as each host
within the private network is unigue.

Class RFC 1918 internal address range

A, 10.0.0.0 to 10.255.255.255
B 172.16.0.0 to 172.31.255.255
C 192.168.0.0 to 192.168.255.255




Classify and Define IPv4 Addresses

Private Addresses used in Networks without NAT

Internet

5P 3
ISP 2 =< 172.16.0.0
>< = Private Net
192.168.1.0 0 - 172.16.0.7
Private Net = =<
1172.16.0.6
T = 1472.16.0.5
N ., = o ~ 1721604
' 172.16.0.1
L L k721603
192.168.1.2 1 10.0.0.10
] 10.0.0.1 172.16.0.2
i — — L) 10009
10.0.0.2 — — ™ J10.0.0.8
]
10.0.0.3 10.0.0.7
: = =1 10.0.0.0
10.0.0.4 , 10.0.0.6 Private Net

10.0.0.5



IPv4 Subnetting




Segmentation of networks

= Purpose of network segmentation are:-
*Increase Network performance
*Increase Network Security
*Increase Network Management



Increase Network performance

-~

=

-

All devices in this network are connected in one broadcast domain when the switch is setto ~ Replacing the middle switch with a router creates 2 IP subnets, hence, 2 distinct broadcast
the factory default settings. Since switches forward broadcasts by default, broadcasts are domains. All devices are connected but local broadcasts are contained.
processed by all devices in this network.



Increase Network Security

Increase Security

Student records

Administrator

Internet

Research

All users have access to Researcher
the Internet.




Increase Network manageability

Local Network
Gateway )

This host has the addresses The address for this destination is
for the hosts in its own unknown so packets are passed to the
network. gateway router.

Hosts do not know how to deliver data to devices in a remote
network - this is the role of the gateway.




Because the fast
deployment of internet, the
IP addresses become not
enough



Subnetting

Borrowing Bits for Subnets

Only one network address is available.

192.168.1.0 (/24) Address: 11000000.10101000.00000001.00000000
1 255.255.255.0 Mask: . 11111111.11111111 .11111111.. 00000000
e .

Metwork portion of the address

Borrow a bit from the

host portion.

With subnetting, two network addresses are
available. /

19z.1e8.1.0 (/25) Address: 11000000.10101000.00000001.00000000
1 255.255.255.128 Mask: 1111711711.11311131711.11111111.10000000

192.168.1.128 (/25) Address: 11000000.10101000.00000001.10000000
2 255.255.255.128 Mask: 1111711711 .1131313131711.171111111.10000000

L i
—_—

Increase the network portion of the address



Subnetting

Borrowing Bits for Subnets

Addressing Scheme: Example of 2 networks
Subnet Network address Host range Broadcast address

0 192.168.1.0/25 192.168.1.1 = 192.168.1.126 152.168.1.127

1 152.168.1,128/25 192.168.1,129 - 192.168.1.254 192.168.1,.255



192.
.255

255

192.
.255

0 555

192.
.255

1 255

192.
.255

2 555

192.
.255

3 255

Subnetting

168

1&8

168

le8

1&8

Borrowing Bits for Subnets

.1.0
.255.0

.1.0
.255.192

.1.64 (/286)

.255.192

.1.128 (/26)

.255.192

.1.192 (/286)

.255.192

(/24)

(/26)

Address:
Mask:

Address:
Mask:

Address:
Mask:

Address:
Mask:

Address:
Mask:

11000000.
.11111111

11111111

11000000.
.11111111

11111111

11000000.
.11111111

11111111

11000000.
.11111111

11111111

11000000.
.11111111

11111111

10101000.
.11111111

10101000.
.11111111

10101000.
.11111111

10101000.
.11111111

10101000.
.11111111

00000001

00000001

00000001

00000001

00000001

Two bits are borrowed to provide four subnets.

Unused address in this example.

. 00000000
. 00000000

. 00000000
.11000000

.01000000
.11000000

.10000000
.11000000

.1100000 0=
.11000000

1

A 1 in these positions in the mask means that these values are part of
the network address.

More subnets are available, but fewer addresses are available per subnet.




Subnetting

Borrowing Bits for Subnets

Addressing Scheme: Example of 4 networks

Subnet Network address Host range Broadcast address
0 192.168.1.0/286 192.168.1.1 - 192,168.1.62 192.168.1,63
1 192,168.1,64/26 192,168.1,65 - 192,168,1.126 192.168.1,127
2 192.168.1.128/26 192.168.1,129 - 192.168.1.190 192.188.1,191

3 192,168.1,192/2¢ 192,168.1.,193 - 192,168.1.254 192.168.1,255



Subnetting

Borrowing Bits for Subnets

Three bits are borrowed to provide eight subnets.

o _ 192.168.1.0 (/24) Address: 11000000.10101000.00000001.00000000
Start with this address 255.255.255.0 Mask: 11111111.11111111.11111111.00000000
192.168.1.0 (/27) Address: 11000000.10101000.00000001.00000000

Make 8 subnets 0 2855.255. 255 224 Mask: 11111111.11111111.11111111.11100000
192.168.1.32 (/27) Address: 11000000.10101000.00000001.00100000

1 255.255.255.224 Mask: 11111111.11111111.11111111.11100000

192.168.1.64 (/27) Address: 11000000.10101000.00000001.01000000

2 255.255.255 224 Mask: 11111111.11111111.11111111.11100000

192.168.1.96 (/27) Address: 11000000.10101000.00000001.01100000

3 255.255.255.224 Mask: 11111111.11111111.11111111.11100000

192.168.1.128 (/27) Address: 11000000.10101000.00000001.10000000

4 555.255.255.224 Mask: 11111111.11111111.11111111.11100000

192.168.1.160 (/27) Address: 11000000.10101000.00000001.10100000

9 255.255.255.224 Mask: 11111111.11111111.11111111.11100000

192.168.1.192 (/27) Address: 11000000.10101000.00000001.11000000

© 255.255.255.224 Mask: 11111111.11111111.11111111.11100000

192.168.1.224 (/27) Address: 11000000.10101000.00000001.11100000

7 255.255.255.224 Mask: 11111111.11111111.11111111.11100000

A




Subnetting

Borrowing Bits for Subnets

Addressing Scheme: Example of 6 networks

Subnet
0

1

Network address
152.168.1.0/27
192.168.1.32/27
192.168.1.64/27
192.168.1.96/27
192.168.1,128/27
192.168.1.160/27
192,168,1,192/27

152.168.1.224/27

Host range

192.168.1.1

192,168.1,

132.1

-~

Q

3

8.1.%6

3

|
=

192.168.1. 97

19:2.168.1.

129

1

92.168.1.30
192,168.1.62
152.1e8.1.54
192.168.1.128
192.168.1.158
192.168.1.1390
192.168.1.222

192,.168.1.254

Broadcast address

192.168.1.31
192.168.1,63

1592.188.1.95

192.168.1.127

1392.168.1.15

152.168.1.15

192.168.1.,22

182.168.1.255

9

3

e

-




Subnetting Example

- Which IP address should be assigned to PC B ?

m O O @™ >»

.192.168.5.5

.192.168.5.32
.192.168.5.40
.192.168.5.63
.192.168.5.75

192.168.5.33/27

Answer : C




Subnetting Example

- Given the choices below, which address represents a
unicast address?

A. 224152

B. FFFFR FFFF FFFF
C. 192.168.24.59/30
D . 255.255.255.255
E. 172.31.128.255/18

Answer : E



Test a connectivity

= Ping is a utility for testing IP connectivity between hosts. Ping
sends out requests for responses from a specified host
address. Ping uses a Layer 3 protocol that is a part on the
TCP/IP suite called Internet Control Message Protocol
(ICMP). Ping uses an ICMP Echo Request datagram.

= |f the host at the specified address receives the Echo request,
it responds with an ICMP Echo Reply datagram. For each
packet sent, ping measures the time required for the reply.



Test a connectivity

Testing Local TCP/IP Stack

-4 Local Area Connection Properties ﬂil

General I Authentication | Advanced |

Pinging the local host confirms that
TCP/IP is installed and working on the
local host.

I C:zping 127.0.0.1

Pinging 127.0.0.1 causes a device to
ping itself.

Connect using:

HE IntellR) PROA1000 PL Metwork Conn

Configure...

This connection uses the following items:

v Internet Protocol [TCP/IP) ,
| L% | _:_FI
Install... I Urirstall I Properties
— Description

= IPass Protocol [IEEE 802.1x) +3.5.1.0
V| %= Cisco Discoverv Protocol Packet Driver

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

I¥ Show icon in hotification area when connected
IV Motify me when this connection has limited or no connectivity

oK I Cancel




Test a connectivity

Testing Connectivity to Local Network
Ping Local Gateway

ECHO REQUEST
.

ECHO REPLY

10.0.0.254 =&

255.255.255.0

Gateway

Add
C:>ping 10.0.0.254 ress

Irdwr pmed Py posl | TP 1) Progeeriies Timl

10.0.0.253

— 10.0.0.1 255.255.255.0 Ve b ot I patirge amgronc] dnchoematic ol ¥ pon egivecr, IRty
'O-III-I-; DI-H-IH._ ey rateed bl e et e g b
255.255.255.0 i aggangrarn 1
10.0.0.2 10.0.0.3 Rt a B naest mimancal]
T g v Al P ek
255.2565.255.0 256.255.255.0 B ||1— )0 E‘l|

Host IP Address

' 110.0.0.254

1 Uog e el DA e akbes

e




Test a connectivity

Testing Connectivity to Remote LAN
Ping to a remote host

10.0.1.0 F1
10.0.0.0 FO
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0

ECHO REQUEST ECHO REPLY

10.0.1.253
255.255.255.0

10.0.0.1 10.0.0.253 10.0.1.1

265.255,255.0 255.266.255.0
10,002 2992992850 10.0.1.2

255.255.255.0 255.255.255.0



Test a connectivity

Traceroute (tracert) - Testing the Path

| ICMP
~ Time Exceeded

Traceroute
192.168.1.2

(TTL=1)

192.168.1.2
255.255.255.0



Summary

In this chapter, you learned to:

Explain the structure IP addressing and demonstrate the ability to convert between 8-bit
binary and decimal numbers.

Given an |IPv4 address, classify by type and describe how it is used in the network.
Explain how addresses are assigned to networks by ISPs and within networks by
administrators.

Determine the network portion of the host address and explain the role of the subnet
mask in dividing networks.

Given IPv4 addressing information and design criteria, calculate the appropriate
addressing components.

Use common testing utilities to verify and test network connectivity and operational
status of the |IP protocol stack on a host.




VLSM and CIDR




Objectives

= Compare and contrast classful and classless IP addressing.

= Review VLSM and explain the benefits of classless IP
addressing.

= Describe the role of the Classless Inter-Domain Routing
(CIDR) standard in making efficient use of scarce IPv4
addresses



Introduction

= Prior to 1981, IP addresses used only the first 8 bits to specify
the network portion of the address

= |n 1981, RFC 791 modified the IPv4 32-bit address to allow
for three different classes

= |P address space was depleting rapidly

the Internet Engineering Task Force (IETF) introduced
Classless Inter-Domain Routing (CIDR)

—CIDR uses Variable Length Subnet Masking (VLSM)
to help conserve address space.

-VLSM is simply subnetting a subnet



Classful and Classless IP Addressing
= Classful IP addressing

= As of January 2007, there are over 433 million hosts on
Internet

= |nitiatives to conserve IPv4 address space include:
-VLSM & CIDR notation (1993, RFC 1519)
-Network Address Translation (1994, RFC 1631)
-Private Addressing (1996, RFC 1918)

Exponential growvwth of hosts on the Internet

Mumiber of Internmnet Hosts

-
th
=
I
4
Ll I [N T IO |

] i i
1992 1995 200 2004



Classful and Classless IP Addressing

= The High Order Bits

These are the leftmost bits in a 32 bit address

10000011011011000111101011001100

Einar}f * 11000000.10101000.000000001.00001000 and 11000000.10101000.00000001 00001001
Decimal : 192.168.1.8 and 192.168.1.9




Classful and Classless IP Addressing
= Classes of IP addresses are identified by the decimal number of

the 1st octet
Class A address begin with a 0 bit
Range of class A addresses = 0.0.0.0 to 127.255.255.255
Class B address begin with a 1 bit and a O bit
Range of class B addresses = 128.0.0.0 to 191.255.255.255
Class C addresses begin with two 1 bits & a O bit

Range of class C addresses = 192.0.0.0 to 223.255.255.255.
High Order Bits

Class A 0.0.0.0 127 266265205
Class B 10 128.0.0.0 191.2655.265.205
Class C 110 192.0.0.0 223,266 2650 265
Multicast 1110 224000 230 I55 255 255

Experimental 1111 240.0.0.0 255 255 255 285



Classful and Classless IP Addressing

= The IPv4 Classful Addressing Structure (RFC 790)
An IP address has 2 parts:
-The network portion
Found on the left side of an IP address
-The host portion

Found on the right side of an IP address



Classful and Classless IP Addressing

Subnet Mask hased on Class

15t Octet 25t QOctet st Octet 4st QOctet Subnet Mask

Class A Metwork Host Host Host 2005000 0r/A
Class B M etwiork Metwiork Host Hiost 205255 0.0 or Mk
Class C [Metwiork Metwork I etwork Host 205,260 205 0 or f24

Number of Networks and Hosts per Network for Each Class

Address First QOctet Number of Possible Humber of Host
class Range Networks 1er Networks

Class A Oto 127 128 (2 are reserved) 16,777 214

Class B 128 to 191 1k 348 b5 534

Class C 1592 to 243 2 097 152 254



Classful and Classless IP Addressing

= Purpose of a subnet mask

It is used to determine the network portion of an IP
address



Classful and Classless IP Addressing

= Classful Routing Updates
-Recall that classful routing protocols (i.e. RIPv1)
do not send subnet masks in their routing updates

The reason is that the Subnet mask is
directly related to the network address

Classful routing updates

172.16.3.0/24

R2 applies it"s serial 0/0/0 24 mask to the
172.16.1.0 routing update from R1

R3 applies the classful/16 mask to the
172.16.0.0 rowting update from F2

192.168.1.0:24

10.1.0.0/16



Classful and Classless IP Addressing

= Classless Inter-domain Routing (CIDR — RFC 1517)
=Advantage of CIDR :

-More efficient use of IPv4 address
space

-Route summarization

*Requires subnet mask to be included in routing update
because address class is meaningless

Recall purpose of a subnet mask:

-To determine the network and host portion
of an IP address



Classful and Classless IP Addressing

= Classless Routing Protocol

= Characteristics of classless routing protocols:
-Routing updates include the subnet mask
-Supports VLSM

Supports Route Summarization

Classless Routing

172.16.0.0/16

S0/0/0
172.18.0.0/16

192.168.1.0/24

172.19.0.016 Fa0 10.1.0.0/16



Classful and Classless IP Addressing

= Classless Routing Protocol

Routing | Routing | Supports | Ability to send
Protocol | updates VLSM | Supernet routes
Include
subnet
Mask
Classful NoO NoO NO
Classless Yes Yes Yes




Classless Inter-Domain Routing (CIDR)
= Route summarization done by CIDR

-Routes are summarized with masks that are less
than that of the default classful mask

-Example:

172.16.0.0/ 13 is the summarized
route for the 172.16.0.0/ 16 to
172.23.0.0 / 16 classful networks

Route summarization

172.19.0.0/16 172.16.0.0/16

172.17.0.0/16
172.20.0.0/16 |—ﬁ

172.21.0.0/16

ip route 172.16.0.0 255.248.0.0 5 0f0/0

172.18.0.0/16



Classless Inter-Domain Routing (CIDR)

= Steps to calculate a route Calculating a Route Summary

summary

: : : Step 1: List networks in hinary format.
-List networks in binary

format 1722000 | 10101100 . 00D101D0 . 00000000 . 0000000
1722100 | 10101100 . 0001011 . 00000000 . 0000000

-Count number of left 1722200 | 10101100 . 00010110 . 00000000 . 0OOOOOOO

most matching bits to 1722300 | 10101100 00010111 . 00000000 . 0000000

determine summary

route’s mask Step 2: Count the number of left.most matching hits to determine the

mask.14 matching bits, 14 or 255.252.0.0

-Copy the matching

bitS and add Zero bItS Step 3: Copy the matching bits and add zero bits to determine the network address,
(o) determine the 172.20.0.0 10101100 . 00010100 . 0OOOOOOO . 0OOOOCOO
summarized

network address Copy Add zero bits



